USASMA SIR/CCIR SOP
Standard Operating Procedure
Serious Incident Reports (SIR) and Commandant’s Critical Information Requirements (CCIR)


1. PURPOSE.  This SOP identifies non-routine information reporting requirements that necessitate command attention.  In addition to identifying events and issues that require reporting, this SOP specifies reporting time lines, methodology, and format.  Timely and accurate reporting of these non-routine events and issues directly impact command decisions and affect the mission, routine operation, health, welfare, and safety of all USASMA personnel.  Military and civilian, staff, faculty, and students must have a clear understanding of Serious Incident Reporting (SIR) and the Commandant’s expectation with regards to Commander’s Critical Information Requirements (CCIR).
2. REFERENCES.
a. AR 190-45, DTD 30 March 2007, (Law Enforcement Reporting)
b. TRADOC Regulation 1-8, DTD 31 January 2008, (TRADOC Operational Reporting)
c. IMCOM-W Regulation 190-1, DTD 30 April 2007 (Serious Incident Reporting)
[bookmark: General]3.  GENERAL.  This Standard Operating Procedure (SOP) prescribes the responsibilities for reporting SIR incidents and CCIR reporting. Furthermore, this SOP outlines the reporting requirements to both the Commanding Generals of TRADOC and Fort Bliss on all serious incidents reportable to higher headquarters. Serious information reports provide the Commandant with timely information required to respond to queries from higher headquarters, meet law enforcement requirements, and take necessary measures to maintain the good order and discipline of the Academy. Critical information requirement reporting is a necessary command tool designed to provide the Commandant information necessary to make operational decisions. Priority Information Requirement (PIR) and Information Requirement (IR) reporting informs the Commandant of events and incidents that affect USASMA’s ability to execute its mission and/or require command level attention. Strict reporting procedures ensure that the Commandant has the requisite information, in a timely manner, to effect appropriate action and, if necessary, report to higher headquarters and installation Public Affairs Office when addressing events with media interest.
[bookmark: RptRqmt]4. REPORTING REQUIREMENTS BY CATEGORY AND TYPE.
This SOP is releasable for UNRESTRICTED DISTRIBUTION.  

[bookmark: Serious]a. Serious Incidents are those events that, by severity or potential consequence, significantly impact the unit’s readiness or the public’s perception of the U.S. Army and/or Fort Bliss.  Such incidents must be brought to the immediate attention of the Commandant regardless of the time (day/night) or the circumstances.  Serious incidents, as defined by Commandant USASMA, CG Fort Bliss, and CG TRADOC, necessitate an immediate interruption of the Commandant’s daily schedule or require after hours notification.  Additionally, initial SIR must be forwarded to the Fort Bliss IOC within two hours of occurrence or discovery using the Report Format enclosed in Appendix 1.  Serious Incident Reporting requirements include:
1
	1) Danger of, or actual serious injury of death, of any military personnel or their immediate family members or DOD civilians assigned to TRADOC, subordinate organizations, or TRADOC installations. 
Note: “Immediate family members” refers to those residing within the local household.
Note: Any report that references minor children must adhere to the restrictions contained in Paragraph 7 of this SOP.
	2) The suicide of/or attempted suicide by a USASMA Soldier or DA Civilian, or one of their immediate family member(s). Actual suicides within USASMA require an initial email report from the Commandant directly to CG TRADOC (copy to DCG, DCoS, and CSM).
		a) Within 24 hours, initial report with preliminary details of incident. Initial report with preliminary details of the incident must be reported to the CG TRADOC by the Commandant within 24 hours.
		b) Within 48 hours, a follow-up report providing a detailed analysis of the event, including the “why”, and developing trends, and a summary of the actions the commander is taking to mitigate, educate, and train Soldiers and Civilians in the command.
	3) Sexual Assaults. In addition to reporting incidents of sexual assaults through normal operation channels IAW TR 1-8, commanders of the reporting organization will also comply with the following instructions:
		a) Telephonically contact the DCG, TRADOC immediately during the duty day in his office or NLT 0830 the following day for reports that come in after hours, to provide basic facts and steps taken. This includes weekends and holidays during which commanders may be connected to the DCG via the TRADOC Watch officer at (757) 501-5095. If unable to reach the DCG by voice, contact the CG.
		b) Follow up within 24 hours with an email to the CG and DCG with the same information and any emerging facts or actions taken.
		c) Report additional information when the subject of the alleged sexual assault is identified as holding a position of significant trust and authority (Sexual Assault Response Coordinators, Sexual Harassment/Assault Response and Prevention Victim Advocates (VA), recruiters, drill sergeants, and Advanced Individual Training (AIT) platoon sergeants.
		d) Report the date of the subjects screening, source of screening (organization), and results of any actions taken.
		e) Commanders will not delay TRADOC initial reporting timelines. The additional information above, if not available in the initial report, will be sent as a follow-on report by noon of the next duty day.
	4) Unrestricted reports of alleged incidents of sexual assault (including rape) where the victim or subject is a Cadet.
	5) Any unusual or “curious” sexual assault related incident, not reportable under any other FFIR (i.e. sexual assault case verdict overturned by Court Martial Convening Authority).
	6) Domestic Violence and/or Child Abuse by or against a USASMA Soldier or DA Civilian or one of their immediate family member(s).
	7) Illegal use of firearms, ammunition, or explosives by a USASMA Soldier or DA Civilian or one of their immediate family member(s).
	8) Serious crimes committed by or against a USASMA Soldier or DA Civilian or one of their immediate family member(s). Serious crimes are defined as murder, manslaughter, kidnapping, burglary, arson, robbery, or aggravated assault.
	9) Damage, deliberate or accidental, which seriously degrades USASMA operations and/or the conduct of its training mission.
	10) Environmentally induced injuries (e.g. heat stroke, frostbite, etc.).
	11) Racially and/or ethnically motivated crimes.
	12) On or off post riots targeting Fort Bliss or its Soldiers; terrorist activities targeting the installation; attacks or threats against the installation, its weapons and/or munitions; and threats directed against the President of the United States or other U.S. Secret Service protectees.
	13) Political Asylum requests and/or defections by foreign military personnel.
	14) Allegations of war crimes committed by a member of the U.S. Armed Forces or international military personnel attending training or assigned duties within the U.S. Department of Defense.
	15) Any incident involving TRADOC, subordinate organizations, or TRADOC Installation that may result in significant positive or negative national media coverage.
	16) Actual or anticipated Requests for Assistance (RFA) to TRADOC, subordinate organizations, or TRADOC Installations from USARNORTH or other primary federal agency for Defense Support of Civilian Authorities (DSCA) or if TRADOC commanders exercise immediate response for local civilian authorities to save lives, prevent human suffering, or mitigate property damage.
	17) Immediate or unforeseen directives, resourcing decisions, or other factors significantly impacting upon TRADOC’s ability to execute its Title 10 USC responsibilities or those of TR 10-5, the TRADOC Strategic Plan, or the CG’s priorities.
	18) The exhibition of potential violence indicators by TRADOC Soldiers, DA Civilians, contractor employees, or family members. Refer to ALDODACT 09/10.
	19) Significant taskings/directives received from GO/SES officials of external organizations not received through TRADOC tasking channels (G-33 or CGAO). To the extent possible, these tasking will be further directed to enter TRADOC through the TRADOC G-3/5/7 tasking office.
[bookmark: CCIR]b. Commander’s Critical Information Requirements (CCIR) are event reporting requirements, as specified by Commandant USASMA that in addition to the above listed SIR requirements also necessitate an immediate interruption of the Commandant’s daily schedule or immediate after hours notification.  Commandant’s Critical Information Reporting requirements include:
	1) Failure of individuals to report for duty for longer than 2 hours with no known whereabouts.  
	2) Visits from general officers of other military services or equivalent, Army senior civilians (ASA, USA, SA) and senior government officials (Governors, members of congress, Federal Dept. Secretaries or Agency Directors) to a TRADOC unit or TRADOC SC Installation must be reported to CG TRADOC. Unannounced and/or unscheduled DV/VIP (O-6 or higher) visits to the Academy must be reported to the Commandant.
	3) Unscheduled inspections and/or inspectors in the Academy area.
	4) Arrest and/or apprehension of assigned personnel.
	5) Extreme environmental hazards that affect Academy operations (i.e. tornado, flood, fire). 
	6) Group breach of discipline (10 or more people).
	7) Any previously unreported incident involving the Academy, its assigned personnel, and family members that has been reported upon by the media. 
[bookmark: PIR]c. Priority Information Requirements (PIR) are events and incidents of designated importance that require the commandant’s notification or affect the Academy’s ongoing mission, personnel safety, and/or organizational security.  These incidents/events must be reported as quickly as reasonably possible to the Commandant during the duty day in which they occurred or were discovered or, if discovered after-hours, before 1000 hours of the next duty day. Priority Information Reporting requirements include:
	1) Drug or alcohol related issues or incidents (e.g. DUI/DWI).  Unlawful possession/distribution requires both TRADOC and Team Bliss notification. 
	2) Red Cross message notification or receipt.
	3) Births and any immediate household emergency incidents (e.g. household fires, serious vehicle accidents, runaway children, etc.) involving unit personnel or their immediate family members that require assistance from external agencies (police, fire, paramedics, CDC, etc.).
Note: it is impossible to predict all the circumstances that would be covered under this item. However, leaders should opt to report to the Commandant any household issue that comes to their attention that would have a severe or tragic impact on a member of the command. 
	4) Violations of UCMJ or federal law and/or aggravated breaches of discipline. 
	5) Maltreatment of subordinates (incl. EO violations).
	6) Allegation of academic cheating or plagiarism.
	7) Actual or suspected compromise of controlled academic testing materials, must also be reported to TRADOC. 
	8) Incidents involving assigned international personnel or their families, must also be reported to TRADOC.
	9) Compromise of Personally Identifiable Information (PII) (i.e. SSN, medical info) and unauthorized access or intrusion of government computer systems requires both TRADOC and Team Bliss notification. 
	10) Unscheduled requests for/or redirection of USASMA resources (incl. TRAP requests, budget decrements and/or budget reallocation by higher).
	11) Events, incidents, or actions, planned or immediate, that do not comply with prescribed course POIs and/or CMPs (e.g. more than 16:1 student/instructor ratio or cancellation of a specified block of instruction).
	12) Any unplanned command, control, communications, and computers (C4) outage at any TRADOC subordinate organization with an anticipated duration of one hour or longer requires TRADOC notification.
	13) Training Systems Outages.
		a) Unscheduled Training System or Training Delivery System (e.g. VTT systems, Thin Client) outages lasting longer than 30 minutes that affect course delivery.
		b)  Outages of Blackboard services. In addition to previously stated reporting requirements, an outage report must be rendered to TRADOC G6 for immediate resolution.
	14) Environmental accidents resulting in HAZMAT situations or loss of public utilities (e.g. petroleum or chemical spillages where response personnel are notified or facilities maintenance fault resulting in contaminated drinking water) requires both TRADOC and Team Bliss notification.
	15) The theft, loss, or compromise of evidence, cryptographic materials or equipment, sensitive items, controlled drugs, or chemical agents requires both TRADOC and Team Bliss notification.
	16) Failure or imminent failure to meet suspense to TRADOC or higher.
	17) Training or Troop movement accidents require both TRADOC and Team Bliss notification.
	18) The theft, loss, or damage of materials valued in excess of $5K. Values in excess of $50K require TRADOC notification.
	19) Unlawful recording of conversations; requires TRADOC notification.
	20) Significant violations of Standards of Conduct (bribery, graft, conflict of interest, illegal gratuities) require both TRADOC and Team Bliss notification.
	21) Any change to FPCON or changes to other alert and security status levels affecting TRADOC, subordinate organizations, or TRADOC SC Installation requires both TRADOC notification.
	22) Significant events, including terrorist activity, extremist violence, foreign criminal enterprise, and manmade or natural disasters are likely to impact TRADOC personnel on or off installations across CONUS and overseas requires both TRADOC and Team Bliss notification.
	23) Foreign collection activities (surveillance, elicitation, solicitation, etc.) being targeted against TRADOC Centers of Excellence, schools, personnel, and interests requires both TRADOC and Team Bliss notification.
	24) Developments in the operational environment (contemporary, mid-term and far-term) that will impact the way in which TRADOC recruits Soldiers, develops leaders, trains and educates the force, and develops capabilities, concepts, and doctrine requires TRADOC notification.
	25) Indications and impacts of ongoing adversary cyber warfare efforts on TRADOC, Army, and DOD information systems across CONUS and overseas requires TRADOC notification.
	26) Potentially derogatory or adverse media or social media coverage about the Academy, its assigned personnel, or family members.
Note: In addition to the date and time of the publicity, report the name, station/channel, and/or URL of the publication, media outlet, and/or website that publicized the information. Do not take any actions to identify the source of publicized potentially derogatory information.
[bookmark: IR]d. Information Requirements (IR) are events or incidents that require the Commandant’s notification and must be reported within 48 of occurrence or discovery. Information Requirements include: 
	1) The death of a local retired general officer or equivalent VIP.
	2) External directives that add, remove, or modify a POI of which USASMA is the proponent.
[bookmark: EEFI]e. Essential Elements of Friendly Information (EEFI) are internal Academy events or activities that require the Commandant’s visibility.  EEFI must be reported in a timely fashion, usually as they are scheduled or are discovered.
	1)  The absence of a department director (i.e. leave or absence from duty for more than three hours). Commandant must be informed of absence and designated POC during absence.
	2)  Departmental social events held within the Academy area. 
Note: This is not intended to be a scheduling requirement but simply an FYI or timely attendance invite.
[bookmark: RptProc]5.  REPORTING PROCEDURES.  
a. During duty hours. Upon occurrence or discovery of any listed event, assigned personnel will immediately notify their Directorate CSM, First Sergeant, or their director.  
The Directorate CSM, First Sergeant, or director will then notify the Commandant within the time frame prescribed in Paragraph 4 (Reporting Requirements by Category and Type).
b. After duty hours. Upon occurrence or discovery of any listed event, the first person with knowledge will immediately attempt to notify their Directorate CSM, First Sergeant, or director, who will then notify the Commandant IAW timed reporting requirements.   
If contact cannot be made with one’s director, the first person will contact the USASMA SDNCO.  Upon incident notification, the SDNCO will notify the Commandant IAW timed reporting requirements or, if unavailable, the Deputy Commandant at their residence or cell phone.  The SDNCO will also continue the attempt to notify the Directorate CSM of the Soldier involved.  
c. Based upon incident type, the Commandant may direct the Directorate CSM or other agencies (i.e. SDNCO or G3) to telephonically notify the Fort Bliss IOC and/or TRADOC EOC with an initial report using the required reporting format (see Appendix 1, (SIR/CCIR Format)). Submissions of initial reports will not be delayed due to incomplete information. All pertinent information known at the time will be included.
d. As appropriate and when required, the Commandant will notify or brief the Fort Bliss Commanding General and/or Commanding General CAC on incidents/events.  Should the Commandant be unavailable (e.g. TDY or leave), the Deputy Commandant or individual holding assumption of command shall assume all Commandant reporting responsibilities.
e. Should the incident involve a criminal act requiring a law enforcement presence, the first Directorate CSM alerted will telephonically notify the military police as soon as reasonably possible.
f. Directorate CSMs and/or SDNCO will cc: all reports to the USASMA G3. If the report has not already been sent by the Commandant to higher, the G3 will obtain the Commandant’s release and forward the report to the Fort Bliss IOC and TRADOC EOC Watch (see Appendix 1, (SIR/CCIR Reporting Format)).
g. As necessary, Directorate CSMs will update the Commandant or close out the incident with the G3 NLT twelve hours after the initial incident report.
6.  REPORTING ADMINISTRATION.
a. Timeliness and persistence are paramount to reporting. Utilize all contact avenues to ensure that Commandant receives initial reports as quickly as possible (e.g. all available contact phone numbers and email addresses). Initial reports should be made as soon as possible, either telephonically, electronically, or verbally, with as much information as available at the time. However, all reports must be submitted electronically within 2 hours of initial Commandant Notification. Unless otherwise required, timely follow-up reports will be rendered as more information becomes available.
b. All electronic reports will be submitted using the prescribed reporting format (see Appendix 1, (SIR/CCIR Reporting Format)).
c. All CSM Directors, course directors, and staff primaries will ensure that they have access to this SOP both at work and home to expedite initial report submission.  This SOP is also available on the SDNCO computer for after-hours reporting by the SDNCO.  Direct any questions regarding the usage, revision, or acquisition of this SOP to the USASMA G3.
d. Reports to Chaplain. If an incident involves hospitalization for a serious illness or injury or death, CC: the USASMA Chaplain with the email report sent for release to the Commandant.
e. Event Publicity and Reports to the PAO.  If an incident has received any form of media coverage, social media publicity, or has the potential for any form of public notoriety, USASMA Command Communications will produce a releasable incident summary from data provided by the Commandant, Chief of Staff, or G3.  Command Communications ICW CoS will then develop and provide appropriate media talking points and/or statements. Talking points and statements will be provided to the media only as requested and only when and as approved by Commandant USASMA.
7. REPORTING RESTRICTIONS.
a. All reported information will be protected as “For Official Use Only” (FOUO) until authorized for release by Commandant USASMA.  
b. Information may not be released to other unit headquarters or higher headquarters without the Commandant’s authorization (use email addresses provided in Appendix 2).  Once authorized for release, information may be provided, as appropriate, to authorized military personnel and organizations.
c. Information may not be disclosed to news media, posted on social media, or released to outside agencies without the Commandant’s authorization. 
d. The names of minor children will not be used in reports unless voluntarily and specifically consented by their parent or legal guardian. Without consent, children under the age of 18 will be referred to in reports as “minor child”, “son”, or “daughter.” 
8. PROPONENCY. USASMA G3 is the proponent for this SOP. Submit requests or recommendations for changes to:
usarmy.bliss.usasma.mbx.usasma-s-3-current-ops@mail.mil. 

This SOP is current as of 8 May 18.

OFFICIAL:

G3  
[bookmark: Btldrill][bookmark: OLE_LINK3][bookmark: OLE_LINK4]

Hospitalization (serious) or death
SDNCO is notified of SIR/CCIR Event
SDNCO contacts Dir CSM Notified
Yes
No
S3 submits released report to higher 
SDNCO submits electronic report to CMDT, Dep, CofS, and S3 

SDNCO continues to contact Dir. CSM/1SG 

Dir CSM calls Commandant
SDNCO calls CMDT, Dep
CMDT calls higher, as necessary
SDNCO Action Complete
SDNCO Action Complete
SDNCO Action Complete
Yes or No
CMDT calls higher, as necessary
Action Complete
Chaplain notified
3d Action
2d Action
Action Complete
No
Yes
Action Complete
Commander’s Updates 

Commandant Notified 
Follow-up / Final Reports to Higher 
Command Follow-on Activities
Command Follow-on Activities
SDNCO CCIR/SIR Battle Drill

[bookmark: OLE_LINK7][bookmark: OLE_LINK8]Subject: OPREP NUMBER Leave Blank.    Enter Initial, Follow-up, or Final.

1.    Category: Leave Blank 
2.    Type of Incident: Use subjects from SOP. 
3.    Date/Time of Incident: Enter Date and Time of Incident.
4.    Location of Incident: Enter physical address of incident. 
5.    Other information: 
	a. Racial: Enter Yes or No
	b. Trainee Involved:  No
6.    Personnel Involved:  
	a. Subject Name Last Name, First MI.
	(1)    Pay grade:  Enter Rank/Grade.
	(2)    SSN: Enter last 4 SNN Only.
	(3)    Race:  Enter race.
	(4)    Sex:  Enter Male or Female.
	(5)    Age:  Enter Age.
	(6)    Duty Position:  Enter Duty Position.
	(7)    Security Clearance: Enter Clearance Level.
	(8)    Unit and Station of Assignment: Enter Assigned Unit and Installation.
	(9)    DUTY Status: Enter current duty status.
	(10)  Deployed in the last 12 months: Enter Yes or No.
	(11)  Date return deployment:  If deployed in last 12 months, enter date of redeployment.      
	(12)  First Term Soldier: Enter Yes or No.
	b. Victim Name (Last, First MI.):  Use data items from Line 6.
7.    Summary of Incident: Enter Incident Summary. What Happened?  
8.    Remarks: Enter actions taken after the incident.  
9.    Publicity:  State whether any publicity has or may occur, including social media disclosure.
10.  Commander Reporting:  CSM Jimmy J. Sellers, Commandant USASMA  
11.  Chain of Command Notification:  Chain of command up to Commandant been notified?    
12.  Point of Contact Info: Enter who originally started report, include contact info.

___________________________________________________________________________________

*** IMPORTANT ***
Once completed, use “SAVE AS” to save the report to your computer.  Do not use “SAVE.” 
Doing so will revise the base document on the SharePoint site and will expose the protected data you entered.  
Save the document to your computer using the following file naming convention:  
“CCIR – [Subject’s Last Name] – [Date]”
Email that document IAW Chapter 5 of the USASMA CCIR/SIR SOP. 
If leadership email addresses are not available, send reports to:
usarmy.bliss.usasma.mbx.usasma-s-3-current-ops@mail.mil 
[bookmark: App2][bookmark: OLE_LINK1][bookmark: OLE_LINK2]
Appendix 2 (Email List for CCIR/SIR Reporting) to USASMA SIR/CCIR SOP  

[bookmark: OLE_LINK5][bookmark: OLE_LINK6]CCIR email subject lines and word document file names must state “CCIR - individual’s last name - date of report.”  Identify follow-up and final in the subject file name as well.  

Example subject lines and file names:

CCIR - Smith - 6 Jun 18.doc
CCIR Follow-up - Smith - 7 Jun 18.doc

Send ALL reports to USASMA level leadership: 

Commandant, Deputy Commandant, Chief of Staff, and G3

If involving SMC/NRC students or faculty, also send to:

Assistant Commandant for Staff and Faculty, Director SMC, Deputy Director Resident SMC or Deputy Director NRC, SMC Operations SGM.

All other staff and faculty reports must be sent to:

Assistant Commandant for Staff and Faculty, Director NCOPD&E.

Reports involving International Personnel

In addition to pervious reporting requirements, send (cc :) any report involving assigned international personnel or their accompanying family members to Director IMSO.

Report to Chaplain.  If an incident involves hospitalization for a serious illness, injury, or death, CC: the USASMA Chaplain.   

DO NOT SEND SIR REPORTS FORWARD TO FORT BLISS OIC UNTIL RELEASED BY COMMANDANT. 

Once released by Commandant, the G3 will forward reports to:

Team Bliss Opns Center & TRADOC EOC Watch

Direct questions regarding reporting procedures to the G3 at:
usarmy.bliss.usasma.mbx.usasma-s-3-current-ops@mail.mil 
